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ΑΣΦΑΛΙΣΗ  ΚΙΝΔΥΝΩΝ  ΚΥΒΕΡΝΟΧΩΡΟΥ  /  DATA 
PROTECTION & CYBER LIABILITY  INSURANCE 
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Policy Schedule   

1. Policy Holder / Insured HEDNO SA 

2. Policy Period From χχ.χχ.2026 at 12:00h (noon) To χχ.χχ.2027 at 12:00h (noon) 

3. Policy Aggregate Limit of 
Liability 

Aggregate Limit of Liability per Policy Period for all Loss of all Insureds under all Insurance Covers and any 
Endorsements/Extensions which is purchased) combined: EUR 20.000.000,00 

 
4. Coverage Summary 

 
Coverage Section: 

 

Purchased / Not 
Purchased: 

 

Coverage Section 
Limit of Liability: 

Retention / Waiting 
Hours Period: 

Retroactive Date/ 
Continuity Date: 

Data Protection & 
Cyber Liability 

 
Purchased 

 
€ 20.000.000 

 
€ 150.000 

Inception of policy 
period 

Network 
Interruption 

 
Purchased 

 
€ 20.000.000 

 
12 hours 

Inception of policy 
period 

Event Management 
Purchased € 20.000.000 € 150.000 

Inception of policy 
period 

 

Cyber Extortion 

 

Purchased 
 

Cyber Extortion Advisor : 
 

 

 
€ 20.000.000 

 

 
€ 150.000 

 

Inception of policy 
period 

 

5. Policy Extensions / Endorsements 
 Purchased / Not 

Purchased: 
Sub–Limit: 

Retention / Waiting 
Hours Period: 

Retroactive Date/ 
Continuity Date: 

 

First Response 

 
Purchased 

Emergency Number: 
 

 

72 hours 

 

Nil 

 
Inception of policy 

period 

Digital Media 
Purchased 

€ 20.000.000 € 150.000 
Inception of policy 

period 

Telephone hacking Purchased € 150.000 € 150.000 Inception of policy 
period 

System failure Purchased € 20.000.000 € 150.000 Inception of policy  
period 

Outsource service 
provider (OSP) 

 

OSP Security 
Failure 

Purchased 
€ 20.000.000 12 hours 

Inception of policy 
period 

OSP System 
Failure 

Purchased 
€ 20.000.000 12 hours Inception of policy 

  period 

Computer crime Purchased € 150.000 € 150.000 Inception of policy 
period 

Criminal Reward Fund Purchased € 50.000 Nil Inception of policy 
period 

6. Premium:  

7. Method of payment Two equal 6-month instalments 

8. Territorial Limits 

 

Governing Law 

Worldwide 

 

This Policy and any disputes or claim arising out of or in connection with it or its subject matter or formation 
(including non-contractual disputes or claims) shall be governed by and construed in accordance with the laws of 
Greece. The parties submit all their disputes arising out of or in connection with this Policy to the exclusive 



  

jurisdiction of the Courts of Athens, Greece. 

9. Form As attached policy wording 

10. Ensorsements 1. Loss prevention Services 

2. Territory Restriction Endorsement 

3. Language Declaration Clause (LBS0007) 

4. War and Terrorism Exclusion Amended Endorsement (23-01) 

5. War and Cyber Operation Exclusion (LMA5567B 18 January 2023 

6. Radioactive Contamination Exclusion clause Physical Damage (N.M.A. 1191) 

7. Sanction limitation and exclusion clause (LMA3100) 

8. Ransomware Event – Sub-Limit Endorsement (Sublimit: EUR 5.000.000,00) 

9. Ransomware Event – Retention Endorsement (EUR 300.000,00) 

 

11. Insurer 
 

 
 

Ensorsements 

 

1. Loss prevention services 

The Policyholder is eligible to enrol for Loss Prevention Services. It is solely at the discretion of the Policyholder to 

enrol in the Loss Preventions Services, and such enrolment shall have no impact on the premium charged under this 

policy. The Policyholder can begin the enrolment process by visiting the following site:  

For purposes of this endorsement, “Loss Prevention Services” means cyber risk management tools and services made 

available to the Policyholder as further described at the link set forth above. 

The Insurer may modify (by adding, removing or replacing a cyber risk management tool or service) or discontinue 

the Loss Prevention Services at any time. The Insurer may partner with third party vendors to provide any or 

all of the Loss Prevention Services to the Policyholder. 

The Policyholder is only eligible for Loss Prevention Services during the Policy Period. 

All other Terms, Conditions and Exclusions of the policy remain unchanged. 

 

 

Endorsement 2 – Territory Restriction Endorsement 

 

In consideration of the premium charged, it is hereby understood and agreed that this policy is amended as follows: 

Notwithstanding anything to the contrary in this policy, or any appendix or endorsement added to this policy, there 
shall be no coverage afforded or benefit provided by this policy for any:  

 

i. entity organized, headquartered, incorporated, registered or established in a Specified Area; or 



  

ii. natural person resident or located in a Specified Area; or 

iii. claim, action, suit or proceeding brought or maintained in a Specified Area; or 

iv. loss of, theft of, damage to, loss of use of, encryption of, interruption to the operations or availability of, or 

destruction of any property (tangible or intangible) located in a Specified Area, including, but not limited to, 

any computer system, data, money or securities located in a Specified Area. 

 

For purposes of this endorsement, “Specified Area” means:  

a. The Republic of Belarus; or  

b. The Russian Federation as recognized by the United Nations (or their territories, including territorial waters, or 

protectorates where they have legal control; legal control shall mean where recognized by the United Nations).  

 

Where there is any conflict between the terms of this endorsement and the terms of the policy, the terms of this 
endorsement shall apply, subject at all times to the application of any Sanctions clause. 

If any provision of this endorsement is or at any time becomes to any extent invalid, illegal or unenforceable under any 
enactment or rule of law, such provision will, to that extent, be deemed not to form part of this endorsement but the 
validity, legality and enforceability of the remainder of this endorsement will not be affected. 

  

All other terms, conditions and exclusions remain unchanged. 

  



  

Endorsement 3 – Language Declaration Clause 

 

The insured has declared their understanding of and has requested for the contract of insurance to be provided in, the 
English language. The insured confirms they understand such contract and agree to be bound by its terms and 
conditions. 

LBS0007 

01/01/2019 

ΡΗΤΡΑ ΚΑΤΑΝΟΗΣΗΣ ΓΛΩΣΣΑΣ 

Ο Ασφαλισμένος δηλώνει ότι κατανοεί και αποδέχεται οι όροι του Ασφαλιστηρίου να διατυπωθούν στην Αγγλική 
γλώσσα. Ο Ασφαλισμένος επιβεβαιώνει και αποδέχεται αυτούς τους όρους του Ασφαλιστηρίου και συμφωνεί να 
δεσμεύεται από αυτούς. 

 
Endorsement 4 – WAR AND TERRORISM EXCLUSION AMENDED ENDORSEMENT (23-01)  
Applicable to such of the Data Protection & Cyber Liability Coverage Section, the Network Interruption Coverage 
Section, the Event Management Coverage Section and the Cyber Extortion Coverage Section, the following 
endorsement is added to the Policy.  
It is hereby understood and agreed that:  
1. Section 3, Exclusions, of each of the Data Protection & Cyber Liability Coverage Section, the Network Interruption 
Coverage Section, the Event Management Coverage Section and the Cyber Extortion Coverage Section as are 
Purchased is amended by deleting the War and Terrorism exclusion.  
2. Section 2, Definitions, of each of the Data Protection & Cyber Liability Coverage Section, the Network Interruption 
Coverage Section, the Event Management Coverage Section and the Cyber Extortion Coverage Section as are 
Purchased is amended by deleting the definition of Cyber Terrorism.  
3. Solely with respect to the coverages afforded under the Data Protection & Cyber Liability Coverage Section, the 
Network Interruption Coverage Section, the Event Management Coverage Section or the Cyber Extortion Coverage 
Section, the Insurer shall not be liable to make any payment of Loss, or provide coverage for any Claim, alleging, 
arising out of, based upon or attributable to:  
i a War;  
ii a Cyber Operation that is carried out as part of a War or the immediate preparation for a War; or  
iii a Cyber Operation causing an Impacted State,  
 
provided, however, that (iii) immediately above shall not apply to the impact of a Cyber Operation on those portions 
of any Computer System owned by or leased to an Insured or its third-party service providers that are not physically 
located in an Impacted State but are impacted by a Cyber Operation. 
 
4. The following definitions apply solely to this endorsement. If there is an inconsistency between a definition set forth 
below and a definition for the same term in any other part of the policy, the definition below shall apply to the 
interpretation of this endorsement:  
Computer System means any computer, hardware, software, communications system, electronic device (including but 
not limited to, smart phone, laptop, tablet, wearable device), server, cloud infrastructure or microcontroller including 
any similar system or any configuration of the aforementioned and including any associated input, output, data 
storage device, networking equipment or back up facility.  
Cyber Operation means the use of a Computer System by, at the direction, or under the control of a sovereign state 
to:  
i disrupt, deny access to or degrade functionality of a Computer System; or  
ii copy, remove, manipulate, deny access to or destroy information in a Computer System.  
 



  

Essential Service means a service that is essential for the maintenance of vital functions of a state, whether such 
service is provided by the state, a subdivision within the state or private entities, including, but not limited to, national 
defence, law enforcement, energy, telecommunication services and infrastructure, health services, utility services, 
emergency services, transportation services, and services necessary for the maintenance, operation and regulation of 
the financial systems (including banking and financial market infrastructure). 
 
Impacted State means a sovereign state where a Cyber Operation has had a major detrimental impact on:  
i the functioning of that sovereign state due to critical disruption to the availability, integrity or delivery of an 
Essential Service in that sovereign state; or  
ii the security or defence of that sovereign state,  
 
provided, however, that an Impacted State shall not result from an attack, or related series of attacks, solely 
impacting the Insured.  
War means armed conflict involving physical force either:  
i by a sovereign state against another sovereign state; or  
ii as part of a civil war, rebellion, revolution, insurrection, military action or usurpation of power,  
 
regardless of whether war is declared.  
All other Terms, Conditions and Exclusions of this Policy remain unchanged. 
 
 
Endorsement 5- WAR AND CYBER OPERATION EXCLUSION  
(For use on commercial cyber insurance contracts)  
1. 
Notwithstanding any provision to the contrary in this insurance, this insurance does not cover that part of any loss, 
damage, liability, cost, or expense, of any kind:  
1.1. directly or indirectly arising from a war, and/or  
1.2. arising from a cyber operation that is carried out as part of a war, or the immediate preparation for a war, and/or  
1.3. arising from a cyber operation that causes a state to become an impacted state.  
Paragraph 1.3 shall not apply to the direct or indirect effect of a cyber operation on a computer system used by the 
insured or its third party service providers that is not physically located in an impacted state but is affected by a cyber 
operation.  
 
Definitions  
2. Computer system means any computer, hardware, software, communications system, electronic device (including 
but not limited to, smart phone, laptop, tablet, wearable device), server, cloud infrastructure or microcontroller 
including any similar system or any configuration of the aforementioned and including any associated input, output, 
data storage device, networking equipment or back up facility. If there is any inconsistency between definitions of 
computer system in this exclusion and the contract of insurance, the definition in the contract of insurance shall apply. 
 
3. Cyber operation means the use of a computer system by, at the direction of, or under the control of a state to:  
3.1. disrupt, deny access to or, degrade functionality of a computer system, and/or  
3.2. copy, remove, manipulate, deny access to or destroy information in a computer system.  
 
4. Essential service means a service that is essential for the maintenance of vital functions of a state including, but not 
limited to, financial institutions and associated financial market infrastructure, health services or utility services.  
 
5. Impacted state means any state where a cyber operation has had a major detrimental impact on:  
5.1. the functioning of that state due to disruption to the availability, integrity or delivery of an essential service in that 
state, and/or  
5.2. the security or defence of that state.  



  

 
6. State means sovereign state.  
 
7. War means armed conflict involving physical force:  
7.1. by a state against another state, or  
7.2. as part of a civil war, rebellion, revolution, insurrection, military action or usurpation of power,  
whether war be declared or not. 
 
LMA5567B  
18 January 2023 
 
 
Endorsement 6 – RADIOACTIVE CONTAMINATION EXCLUSION CLAUSE PHYSICAL DAMAGE  
 
This policy does not cover any loss or damage arising directly or indirectly from nuclear reaction nuclear radiation or 
radioactive contamination however such nuclear reaction nuclear radiation or radioactive contamination may have 
been caused *NEVERTHELESS if Fire is an insured peril and a Fire arises directly or indirectly from nuclear reaction 
nuclear radiation or radioactive contamination any loss or damage arising directly from that Fire shall (subject to the 
provision of this policy) be covered EXCLUDING however all loss or damage caused by nuclear reaction nuclear radiation 
or radioactive contamination arising directly or indirectly from that Fire. * Note-If Fire is not an insured peril under this 
policy the words from "NEVERTHELESS" to the end of the clause do not apply and should be disregarded. 
 
7/5/59 

N.M.A. 1191 
 
 
Endorsement 7 – SANCTION LIMITATION AND EXCLUSION CLAUSE 
 
No (re)insurer shall be deemed to provide cover and no (re)insurer shall be liable to pay any claim or provide any benefit 
hereunder to the extent that the provision of such cover, payment of such claim or provision of such benefit would 
expose that (re)insurer to any sanction, prohibition or restriction under United Nations resolutions or the trade or 
economic sanctions, laws or regulations of the European Union, United Kingdom or United States of America. 
LMA3100 

15 September 2010 
 
Endorsement 8 – RANSOMWARE EVENT SUBLIMIT ENDORSEMENT 
 
This endorsement modifies insurance provided under All Coverage Sections: 
ENDORSEMENT SCHEDULE 
• Ransomware Event Sublimit: EUR 5.000.000,00, -  
• Ransomware Event Coinsurance: Not applicable 
Ιt is hereby understood and agreed that the policy is amended as follows: 
1. The maximum liability of the Insurer for all Loss (under all Coverage Sections combined) arising out of all Ransomware 
Events is the Ransomware Event Sublimit. The Ransomware Event Sublimit is part of and not in addition to the Limit of 
Liability and the applicable Sublimit of Liability. 
2. The Ransomware Event Coinsurance percentage of all Loss (under all Coverage Sections combined) arising out of a 
Ransomware Event shall be borne by the Insureds and remain uninsured. Payments of the Ransomware Event 
Coinsurance percentage of any Loss by an Insured shall not reduce the Ransomware Event Sublimit, the Limit of Liability 
or any applicable Sublimit of Liability. Only the portion of any such Loss paid by the Insurer shall reduce the Ransomware 
Event Sublimit, the Limit of Liability and the applicable Sublimit of Liability. 



  

3. ”Ransomware Event” means any: 
(a) use of unauthorized or malicious code to encrypt electronic data on, or interrupt the operations of, a Computer 
System; or 
(b) threat to sell or disclose any data that was misappropriated from such Computer System prior to or as part of an 
event described in (a) above; 
in connection with an actual or expected demand for money (including, without limitation, cryptocurrencies). An event 
shall be considered a Ransomware Event regardless of whether a ransom is actually paid, the specific amount of the 
demand is communicated, or any portion of any data exfiltrated is disclosed at any time. 
4. “Computer System” means any system described in the definition of Computer System in any Coverage Section. 
All other Terms, Conditions and Exclusions of the policy remain unchanged. 
 
 
Endorsement 9 – RANSOMWARE EVENT RETENTION ENDORSEMENT 
 
It is hereby noted and agreed that the Retention for all Loss (under all Coverage Sections combined) arising out of 
Ransomware Events is EUR 300.000,00, - each and every Loss. 
All other Terms, Conditions and Exclusions of the policy remain unchanged.  
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